Abstract. In the technical field of identification, the research of ECG technology is an emerging biometric identification technology. ECG (Electrocardiogram) signal is a kind of biological information with the features of random, uniqueness and difficult to be duplicated and forged, and is may be utilized as biological identity authentication. The characteristics of ECG signal and its feasibility as an identification method are analyzed in this paper. Also introduces the current ECG-based identification processing methods used by the domestic and foreign researchers and describes the process of its implementation. In addition, the problems existed in the research of ECG-based identification and its application prospect is also presented.
Introduction
In recent years, with the rapid development of social economy, higher accuracy and safety of the identity authentication are required. Traditional authentication methods (such as passwords and keys) can hardly meet the needs of people's requirement. Biometrics [1] is to use human physiological characteristics or behavioral characteristics such as fingerprints, faces, iris and voice to identify individual identity. Based on these features, people have developed many recognition technologies such as fingerprint recognition, face recognition, iris recognition, sound recognition and hybrid recognition of biometric features. Among them, fingerprint recognition and iris recognition are recognized as the most reliable biometric technologies [2] [3] [4] , and have been widely used in the market. Especially the fingerprint identification, Apple company has used the technology on the iPhone5S, iphone6 and iphone6 plus, consumers can use their fingerprints to unlock the phone, and apple company also applied a patent [5] . But in practice, these technologies are also faced with many challenges. For example, shortly after the launch of iPhone5S, someone on the Internet issued a fingerprint film used to fool the mobile, making the phone unlocks the video; researchers in the safety research laboratory in Berlin, Germany, discovered that Plus iphone6/6 Plus, which can still be unlocked by fingerprint film [6] . Iris recognition is considered another most reliable biometric technology, but from the Autonomous University of Madrid and West Virginia University researchers through years of research found that the human iris recognition technology may fail [7] . In addition, face recognition has a relatively high recognition rate, Ma Yun in Hannover, Germany, live demonstration through Alipay technology of sweeping face online shopping. When need pay, he scanned his face replaced the traditional password, and it can achieve more than 99% recognition rate [8], but there is a fake; Recently, a businessman in Shanghai launched a facebook payment system, which can complete the payment of its account funds through scan human's face [9] ; the sound can be recorded and cut, so that the corresponding recognition technology has a certain degree of defects. Therefore, researchers pay more and more attention to the security problem in the application of biometrics. Some new biometric identification techniques such as the identification and processing of various biological signals, which are derived from the living organisms, are emerging. Some new physiological or behavioral characteristics are considered for identity recognition, which is an important development direction of identity research. A biometric technology based on ECG signal is proposed and has a certain theoretical and practical prospects.
Correlation Work of Identification of ECG Signal
Using ECG signal for human body identification has become a kind of ascendant biometric technology. A signal to as biometric identity recognition must meet the following basic requirements: universality, uniqueness, stability and scalability; and ECG signals meet the conditions of the biological recognition technology [10] [11] [12] [13] .
In each heartbeat cycle, along with the change of biological electrical signal, through the ECG recorded from the surface lead to a variety of forms of potential changes in the graphics called Electrocardiogram. The typical waveform of ECG is shown in Figure 1 , and one time beating cycle consists of P wave, QRS complex wave, T wave and U wave. Compared with other biometric identification technologies, the identification technology based on ECG signal has the following advantages [14] [15] : (1) It belongs to the living identification, if the heart stops beating, human ECG is difficult to be plagiarized; (2) The ECG signal is from the heart of people, it's hard to be mastered or copied. (3) It is the inherent characteristics of the human body, cannot be lost or forgotten; (4) It can be measured with non intrusive test equipment, for example, we can get ECG signal in the finger, it is more convenient to be compares with traditional chest measurement technique; (5) The ECG signal is one dimensional signal, so the processing of the signal is low, the amount of data is small, and the storage space can be reduced; (6) ECG signal can keep stability for a long time. As a living signal, ECG is easily detected, hardly copied, and with strong uniqueness, which can greatly improve the security of the system.
Extraction Methods
In recent years, ECG signal has gradually become a hot topic in International Studies because of cannot be copied and individual differences. In the field of ECG signal identification, some foreign companies have been walking in the forefront, the most typical is a Canadian Venture Company Bionym, the company has introduced a Nymi Bracelet, which can identify the identity of the wearer by using the radio wave features to complete the password free payment [16] . Use ECG signal as th identification, researchers at home and abroad have carried out a lot of research. In research methods, feature extraction method based on the ECG identification technology is divided into three, which is based on the analytic feature extraction method, based on the transformation feature extraction methods and feature fusion method for extracting.
Based on Feature Analytic Extraction Method
Based on the feature analysis method of identification is mainly through ECG signal on some points. These points are prominent points of heartbeat waveform or the boundary, such as the characteristics of P wave, QRS wave, T wave and other several ECG signals.
Biel [17] recorded ECG signals using standard 12 leads, and extraction based on the basis of 30 features (including amplitude, time, slope, etc.), using a combination of multivariate analysis and principal component analysis method to remove redundant features, and finally get the recognition of ECG signal. Shen [18] studied the feature extraction of QRS composite wave.
These methods can achieve higher identification accuracy, but its identity recognition rate depends on the feature point positioning accuracy, so when P and T wave is very small, the stability of the system will be impacted.
Based on Feature Transformation Extraction Method
In the ECG signal waveform, R wave has a maximum amplitude and can be detected easily, therefore the feature extraction method of the single point of R is often used [19] . Mainly based on wavelet transform and Fourier transform, and so on to achieve the recognition and matching process in the classifier.
Chan [20] compares the percentage residuals, correlation coefficients, and wavelet distance based on wavelet transform. And Chen Tianding [21] using genetic algorithm and particle swarm optimization algorithm to extract single lead ECG dynamic model parameters, which is approximated to a single cardiac cycle ECG signal waveform of the testers, then the optimized parameters as the characteristic parameter is inputted to the neural network identification.
In this method, the change of the heart rate can affect the periodic wave, many literatures do not take into account of this kind of the effect, and the accuracy of the recognition is affected. The other part of the literature uses the correlation coefficient as the feature, need a long time to collect the ECG signal, especially when the experimental sample is large, the matrix computation quantity increases sharply, the identification speed is slow.
Based on Feature Fusion Extraction Method
This method is the feature of data fusion of the mentioned two methods, the kind of method can generally improve the accuracy of identification, and reduce the negative effects of noise on recognition.
Plataniotis proposed the use of ECG signal autocorrelation characteristics to identification, the method has better robustness and computational efficiency by combined autocorrelation and discrete cosine transform method [22] ; Coutinho proposed using the Ziv-Merhav cross analysis algorithm to achieve the identification of a single lead ECG signal [23] ; Yang XiangLin [24] proposed a method for identification: firstly, extract a single heartbeat cycle with a fixed length according to the location of the R wave; secondly, using wavelet decomposition to extracting the feature parameters of the signal that already extracted; finally, using correlation coefficient threshold method to achieve identification. Yang Lei proposed a sparse decomposition method based on MP by Gabor atomic library, and the atomic parameters and projection values of the decomposition were used as the feature parameters to train and classify SVM [25] . Based on the previous work, Chen Diandian proposed a recognition algorithm of ECG signal which is based on wavelet transform and singular value decomposition and dissimilarity analysis [26] .
One cycle heartbeat signal contains important information to distinguish between different testers, and extraction of feature fusion contains more than a single cycle of ECG signal. Therefore, the use of the feature extraction method gets amount of redundant information, reducing the identification speed.
ECG Recognition Process
The biometric system is essentially a pattern recognition system for the operation of biometric data, it extracts feature point from the collect data and compares them with the template in the database. According to the different application background, biometric system can run in verification mode or identification mode. The verification pattern is a pair of one-to-one matching, compare a biometric feature registered with a registration saved in a template database. If these two characteristics are consistent, it is confirmed that the visitor is legal, otherwise illegal, and should be rejected. It can be seen that the verification mode must have a unique ID number as the database identification code, while the biometric information is equivalent to password verification mechanism [27] . As a premise of the verification, the visitor information must exist in the template database. In the verification mode, the system is verified by comparing the biometric data obtained with the biometric template stored in the system database to verify the identity of a person. The identification pattern is a pair of multiple one-to-many, which is to compare the real-time feature with all biometric templates. In essence, it is to find out the feature information of the matching biometric features from the template, and the identification mode is mainly used in the field of public safety. From Figure 3 can be seen that the process of ECG recognition mainly includes [28] : ECG signal acquisition, ECG signal preprocessing, feature point detection, feature extraction, recognition process and results of the output. The whole identity authentication mode of ECG signal is divided into two stages [29] : Training phase and testing phase; In the training phase, the ECG signal is processed and the feature parameters are extracted and stored; in the test phase, the individual is registered as the individual of the ECG signal is registered by comparing the ECG parameters of the stored ECG. Firstly, the ECG signal of the input is preprocessed to eliminate the noise and other effects; then extract characteristic parameters of ECG signal, under the prerequisite of guaranteeing the classification precision, through feature selection to reduce the feature dimension, so as to improve the performance of classifier and to improve the identification efficiency; Finally, the input to the classifier, and the data in the training database to carry on the one comparison, find out with the most matched ECG template ID, realize the identity recognition.
Current Research Problems
There are problems in the current research [30] [31] : (1) There is no uniform definition of the boundary position for ECG at present. The ECG signal acquired by ECG instrument is difficult to be accurately defined, and there are corresponding changes in each measurement, which directly affect the recognition performance of the system.
(2) In the recognition process, because often faced one-to-many identification, depends on the decision of the classifier to output recognition result. When in a large database, large amount of data, the performance of the classifier will be subjected to a large amount of computing control.
(3) There are many interferences, noises and artifacts during the acquisition of ECG signal, which makes it difficult to extract the feature parameters and the accuracy of the waveform is also reduced.
Developing Trend
The use of ECG for identification has obvious advantages compared with the traditional scheme, because it has unique advantages, more practical in the field of finance, secrecy departments and so on. In order to improve the accuracy and the reliability of identification, to further expand its use, the accuracy of ECG identification should be improved. Also ECG identity recognition and other biometric feature recognition system can be fused, build identification system towards diversification, the non mating, embedded, multi modal, ultra large scale, direction and development [32] .
